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Freshness Evaluation and Reliable Traceability Model of
Pelagic Fishing Products Based on Blockchain

MA Wenqi'> SUN Chuanheng’® LUO Na®® XU Daming’’ XING Bin®’
(1. College of Information Technonlogy, Shanghai Ocean University, Shanghai 201306, China
2. National Engineering Research Center for Information Technology in Agriculture, Beijing 100097, China
3. National Engineering Research Center of Agricultural Product Quality and Safety Traceability Technology and Application,
Beijing 100097, China)

Abstract. In light of lack of quantitative analysis in the traceability process of pelagic fishing and the
limited credibility of the analysis results, the traceability process of pelagic fishing was examined in detail
by using salmon as an example. A freshness index evaluation system for pelagic fishing products was
established based on the analytic hierarchy process. By applying this method to the evaluation of
freshness, a standardized and replicable process for assessing the quality of pelagic fishing products was
created, a freshness scoring formula was proposed and standardized product freshness evaluation was
achieved. By incorporating ECDSA signature technology and smart contracts, accurate identification of
traceability responsibility was achieved. Furthermore, by introducing credit score data, a two-way
enterprise reputation evaluation model with reward, punishment, and compensation mechanisms was
established to ensure both enthusiasm from credit evaluation subjects and authenticity of freshness score
data. This approach enabled trusted traceability of product freshness. The security of this credit
evaluation model was of paramount importance, which was addressed by ensuring that the system was as
secure as the underlying ECDSA private keys, thus confirming the credibility, security, and immutability
characteristics of the credit evaluation model. Performance test results indicated that read and write

throughput for traceability data remained above 500TPS and 150TPS, respectively; reading success rate
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reached 1009% while writing success rate standed at 98% . The average time for data writing was 0. 416 s

while data querying tooks an average time of 0. 142 s. Compared with blockchain-based agricultural

products trusted traceability models relying on reliable enterprise reputation evaluation mechanisms,

storage efficiency was increased by 55.8% , query efficiency was improved by 63.4% , effectively

meeting actual product traceability business needs.
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Fig.1 Freshness evaluation system of pelagic fishing traceability model
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Fig.2 Compliance range of freshness evaluation index of pelagic fishing traceability
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Fig.6 Reliable traceability model for freshness of pelagic fishing
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Tab.9 Design of smart contract

A YR SN2 (SRR A
It 55 4 b B0 1 B PutForbulao( ) T o 56 A B A% i O B
N Jin T A ol A4 b PutForjiagong( ) 3 o 6 ZE ML A% i TR B
Hl 18 O fifh sl B b 5% PutForcangchu( ) TE L 56 2 ML 1AL O i B B
BB Al Bl PutForxiaoshou( ) i i 36 25 L A YR 3 A B
B (SRR TransferForbulao( ) EEE RN R R AN = 0
I A AE B AR e TransferForjiagong( ) T Aol B LA 5 ARy
Chk R EE R TransferForcangchu () O ol B 1 2 R
B Al AR BT R TransferForxiaoshou () B ol B 15 25 B4
N o i - 95 4 B — B 1 T B B 2 LY AL
BRI LR GhooseForbulaoVerifier( ) B BF 5RO A 0 4 T R
T T— ChooseForjisgongVerifier( ) JJ’DIJ/EM%E%T~%%HJ&?E.-:\BAEEXT%%*EM&‘,l%‘@mji'ﬁﬁEl
BT — 3 DAY Al 4T 560
o ol B L 2 ChooseForcangehuVerifior( ) ﬁﬁﬁﬁik%ﬁ'T*PF'l'fﬁi%ﬂf‘ﬁmﬁ%%’%é},%Mii%‘:ﬂ
B BT — BT LAAM 4ol 547 560
5l B L 2 ChooseForxiaoshouVerifier( ) %ﬁ%ﬁﬂ‘ﬁiﬂé?#%%ﬁ!(ﬁ%ﬁ{%%ﬂ’;},Fiﬁmi%’_t?%H
5 BT — 345 LAA I £l 147 5640
TE2E 7 B 03 B IF CheckForVerifier( ) R A A B 1 B IR IR TEE
Blasril Hdmirin query( ) AR T 3 U0 A R 1 [ B

AR REG AT R S B A2 Tk N

T 2 1) T 2N 24 07 2k 1 I R O R AT R TR R DL
Beo WA EE TR A ERIHEZ 4, WA
BB MR A AR H AN A AT 5
2o B2 T A ALPR VEC 2 5 A5 U DR E 2R W, ARR
VERC 5 (AR B 5 2007 ) IR
Bk 1 B 205 v FHA R DG e 5 vk
Function ECDSA_check ( public,msg,r,s)

Input: P8 77 2284 : public , £ 2 1M 8 :msg , & 44 1
r, B4 2:s

Output: L Z IR 0] J5 27 , 2% WCIR [l 2k T it A
1 if public! = publickey then // /\NSHFF& 3K
2 key «— esdsa. Base64ToPublicKey ( public) //
base64 ¥ Ak A ] 3155/

3 R«—SetString(r, 10)

ARIUFABH (R BE T B % 44

4 flag«—ecdsa. Verify (key, msg, R, S) // BF M

MEA

5 if flag then // 25 44 56 1IF il 2N

6 return success // 244 55 30F iR 30 E B 2 A 1

& 2975 AR

7 else return error

BT R

8 else return error

HEAT %5 44 Bk

9 else return error

3.3 HiE LHEER
B T5 ¥ A 25 Al i Al 2 B 1R A R

S« SetString(s, 10) //

/2 A IR % W5 SO

/A SR T A 5 0

/] BRI PIARFT G ER
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Fig.7 Data upload algorithm

B B R B EAREE T
SRR 2 WAL EE AR T
Function PutForbulao ( publicl, msg, r, s, number,
value)

Input: 4 £5 4> k. 23 81 : publicl , % 4 1 &, : msg, %
P Lo, 284 208, 4T B W) 6 number, | BE £ 45
value

Output ; i D& [0 b A% %4, 2 WOk [m] 2 0 s A
1 if msg = = key + value then // # % T H 4 KT
Al 18 P 2 AP S ) 28 44 46 At SRR 28 B X
2 if ECDSA _check ( publicl, msg, r, s) &&GetState
erprise Point,,,,, then /AR
PE O (5 25 B A5 A ok
3 key«" one" + number
B B AR B | 3B W)
4 PutState ( key, [ ]byte ( value))
€
5 return success // 38 W B4R % 2h b A%

6 return error // A3 it AL PR UG i & vk
/44T B IE R
3.4 EERSEBREIKIEER
3.4.1 [FEBIHBEITE

A A TE F AL 58 B 5, 5 18R — PR Y
Al A L P Rl — A B R R R 2 o,
MEATEERD RIS, T35 Al 5k
TE AR VP A B PR AT PR AL 40 SR R AR R
IIEER IS R — I 1 Al kR — B AR B B
IR AL S, 5 WK AR DR B A B SR v R AG G
SiRBAHE B, LIAH ool Bk

(“bulao”) > tolerance,,

// PFEIR AT BRI B

VRN R

7 return error

TR 3 AR B R e R T ik
Function TransferForbulao ( publicl, msg, rl, sl,
accountl ,account2 ,value)

Input: 4 £ @l 2 8 publicl, % % 1 & : msg,
publicl 25 44 1.1l publicl 25 44 2. sl, & H K f .
accountl , 5 A T F' . account2, {5 2 2 7 55 F2 {H .
value

Output ; Ji§ TR [0 55 7% J 1) 75 T 71 A 400, 2 WGaR ol
RIGJ
1 if GetState (msg) = = null && accountl = =
bulao then
2 flag«— ECDSA _check ( publici, msg,r,s) / &
%1 XA TR
3 if flag&&GetState (accountl ) > tolerance,,,,,.., *

Point,,,., then

4 source<—accountl  target<—account2  // FREL
PRI 7 B H AR I 7 4 B

5 sval«—GetState ( source ) tval«— GetState ( target )
// PRI K H AR P B 4

6 if sval > value&&value >0 then /Wi 4 /i

AL R Sk 2w Sk i — 2 TR RS
tval«—tval + value // &
k5 Herik o sE B eE SO ER

7 sval«—sval-value

8 PutState ( source, [ ] byte(sval)) / B)5
AR PR S AR A 2 IR AR
9 PutState ( target, [ ]byte(tval)) // 1&2GE Y
FAR I PR S PR A 2= IR A
10 PutState ( message ) // %77 B & {# JH i 49

message 5 2 KA
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11 return success
// T AN R e R B S A
13 return error // A8 i AR VE g 530 72
/) R0 BT e R K P OR IE B
3.4.2 BEHLEEZETT %

FEF — 3R ol b AR A2 PR 45 R, 24 il 4
b AT A 32 R A5 A BV D AT A5 R BT R AL
ATLL BT BE, 10] T — BT Aol i oK & 44, IR DO ik
mr:
B 4 A5 BEDL 2 T ik
Function ;: ChooseForbulaoVerifier ( key _ for _ publicl ,

12 return error

14 return error

msg,rl, sl key_for_public2, 12,2, account, id _for_

bulao)

Input ; 7 55 b 2 4 77 i 4 . key_for_publicl , 25 44
74 B, :msg, publicl 2544 1:rl, publicl 2544 2.1,
T AN B FE i 5 - key_for_public2 , public2 %544 1.
12 ,public2 25 44 2.s2 {52 FL 430 K J7  account, £l
55 . id_for_bulao

Output : Jil§ iR 101 b A% K4, 2 MO [m] 2k 0 it A

1 if GetState ( msg ) = = null&&account = =
bulao&&GetState ( key _ for _ publicl ) = =
publicl &&GetState ( key _ for _ public2 ) = = public2
then

2 for i=1to 2 flagi«—ECDSA_check ( publici, msg,r,
s) // FBREE 1 XA 4 44 AT 0 2%

3 if  flagl &&flag2 &&GetState ( account ) >
tolerance,,,,,., * Point,,,, then

4 id«— GetState (id_for_bulao) // 38 BU % #2 1k 2%
A RS B Aol B 1

5 time<«—tub. GetTxTimestamp ( ) // i 5 3L i1
W, AR IBCSE Sy Ik (]

6 math_rand. Seed (time. Seconds) // DA% 5 it
[ B8 S D B AL K A ol B3k 1) o1

7 rand<—math_rand. Intn (4) /22384 iLG T 24
B ER 19 ST — B899 19 £ BE AL

8 if rand | = id% 4&&rand! = (id +1)% 4
&&rand! =0 then // BEX KT 5514

9 choose: =" HEF Al 1 WAL I AL ¥ S
PutState ( choose, [ |byte(rand)) /0SB E G &
WLAE B BEDLEL, e 26 il K B 28 Y ol P 5 B A
B I

10 PutState ( message ) // 1% 7F B & 18 JH i &
message X4 2 KA

11 return success

) R A 2 A BB,

12 return error

HOF i 5k

ThSCE AR T DXCHRUEE YOI R BT 7 R B B A 5 AT R 8 R B 5T 437
13 return error // %5 44 3 i A FR DC it 575
14 return error /2542 B A IEW

WS AL 326 JBC I 24 Aol B 25 1 RS 36 ) £ b ok o
SR PEATRLI A 2 UK 6 1 A b H A 0 B R Y L
i Rk 2 TR E A, TR E A AT Rk
B R A5 R A L

4 RESFHRZBAR

A 5T I T IR U A VR A A Y S A B B
fief BE PP A AR R RSB TR R AT IR A
M AFZEPEO AL OR B 1 6 OB A B A Y T A5 e
454G ECDSA 58 BE6 2952 B 138 W) 53 4T AR Ui €
A, PRI T A5 E PP 2 A i B A 3 T VA
7 it BT B TR G WA BT 0T AE A AL AT I 0K
500, e A A go & T LB, W BN
1.4, Ubuntu 20.04, Docker
20.10.21, REGAL T 4 AL BAALUPEE 1A
W, BRFREE I B AN 10 FR

F10 XYERE
Tab.10 Configuration of blockchain
" 8 #ik
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