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Privacy Transaction Scheme of Consortium Blockchain for
Kiwifruit Industry Chain

JING Xu YANG Shaokun
(College of Information Engineering, Northwest A&F University, Yangling, Shaanxi 712100, China)

Abstract; To meet the privacy protection problem of amount and identity in kiwifruit industry consortium
blockchain transactions, a kiwifruit industry chain privacy transaction scheme based on *HomEIG —
ZKProof ( "HomEIG zero knowledge proof) and SM2 was proposed. Firstly, the transaction amount with
“HomEIG was encrypted and sent to the receiver by the transferor, and the signature based on the SM2 to
confirm the transaction was generated and sent to the transferor by the receiver. Secondly, zero-
knowledge proof evidences for the ciphertext related to the transaction amount based on “HomEIG —
ZKProof, ring signatures for the ciphertext related to the amount and the identity of the transaction based
on the SM2 linkable ring signature were generated, with the receiver’s SM2 signature was packaged and
uploaded to the consortium blockchain through the system layer Raft consensus by the transferor. Then
the SM2 signature, the two ring signatures, and the link to confirm the transaction identity were verified
by the supervisory node, the PBFT consensus at the application layer was used by verifying the ciphertext
related to the transaction amount, ring signature and the zero-knowledge proof evidence related to the
transaction amount to confirm the validity of the transaction by the user nodes. Finally, the valid
transaction block number through the Raft consensus of the system layer was uploaded and the account
balance was updated by the supervisory node. The analysis showed that the proposed scheme had the
advantages of anti tamper attack, anti public key substitution attack, anti counterfeiting attack and
anonymity,, and had higher security. The test results showed that the scheme can realize double privacy
protection of transaction amount and identity of users in the kiwifruit industry consortium blockchain. The
experimental results showed that when the security parameter was 2 048 bit, the transaction time took
about 4. 495 s, it can meet the actual needs of kiwifruit industry consortium blockchain transactions.
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Fig. 1 Transaction structure diagram of kiwifruit industry chain based on consortium blockchain
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Fig.9 Valid transaction block Hash number on chain
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with different security parameters
G4 Rk ik 58 A LN PBFT
SRR oM ZHN ZHN KEImE SHn SR
/IN/bit [] /ms [/ ms 1] /ms [A]/s [6]/ms [8] /ms

1024 2.3 2.1 190.0 4 113.9 161.1
2048 2.7 2.2 208.2 4 115.6 166. 5
4096 5.1 2.4 217.5 4 119.4 190.9
8192 15.2 2.6 265. 4 4 122.9  322.1
16 384 45.3 2.9 367.6 4 128.8 743.6

N T ARSI AR AR, 3R 2 thEdE 4 50
W TE, RS8R, R LR
Fo HR2 TR A LS8« IR, T &
25 B B B A X A b ORAR SRR AL (H B R 3
Sy W 0] ) 7E 22 B 9, mT AR 41 2L A1 100 38 4% 5 38 1Y &2
BB, —BIEN TR E « o~ 2048 bit, 28 5 I} [E] Ky
4.495 s, mT DL R0 Bk 7 ol B B BE 22 5 1 S B
3.4 FEREFESW

SCHR L8 ] T [ 5 A B fef T SMO B30 30k IR 28 44 4%
R T B4 H R SIS T 48U B RA PR 5
SCHRLO A SR [ 10 ] 17wy B W % £ [) 2850 o 2% %2
FEE R SEEE T 58 ) 4 A0 1 B RA DR 47, HL A 5
ULy B 45 5 SCHR [ 11 ] J1 B 25 44 B Pedersen 7K i
WL T AP 4 AR E YT T 32 by O Ik 5 3R] 38 W
PR 22 SCER[ 12 IR G2 AL T 2 EA,H
T[] LU A T 2 58 5 1) DX B e AR 35 T 3 B
B, AR RS H B S5 R X L an 3k 3
Jis

3 AXFRSHEHRHOEELL

Tab.3 Feature comparison
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