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Blockchain Multi-chain Model of Fruit and Vegetable Supply
Chain for Traceability Subjects

SUN Chuanheng'  WAN Yuping' LUO Na*’ XU Daming’”® XING Bin’® YANG Xinting’"’
(1. College of Information Technology, Shanghai Ocean University, Shanghai 201306, China
2. National Engineering Research Center for Information Technology in Agriculture, Beijing 100097, China
3. National Engineering Laboratory for Agri-product Quality Traceability, Beijing 100097 , China)

Abstract. In recent years, agricultural food safety problems have occurred frequently, which seriously
infringe on people’s health. Due to the traceability feature of blockchain technology, the agricultural food
traceability system based on blockchain was introduced, aiming to better supervise all traceability data
generated in the supply chain and ensure food safety. The multi-chain traceability system of agricultural
food was established for the whole supply chain. It stored traceability data for multiple participating
subjects in blockchain. Due to the difference of traceability demand data of each subject, it was difficult
to realize data sharing and access control across supply chain links, it was also difficult to protect
sensitive data in a differentiated way, and risk traceability data cannot be subjected to targeted
supervision. Therefore, the traceability data for different subjects was not suitable to be stored in the
same ledger. Based on this idea, a subject-oriented chain building method was proposed, in which the
traceability data for different traceability participating subjects were stored in different blockchains. By
analyzing the traceability subjects in the fruit and vegetable supply chain, a multi-chain traceability
architecture was established based on the traceability participating subjects. The traceability demand of
consumers were realized through the traceability chain, the data flow among enterprises was realized

through the sharing chain, the security protection and authorization sharing of the enterprise’s private data
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were realized based on the privacy chain, and the regulatory chain was used to realize the management
and control of risk data in all links by the regulatory authorities. A subject-oriented multi-chain
traceability system was designed and implemented based on Hyperledger Fabric. A suitable storage
scheme was designed according to the characteristics of each blockchain. At the same time, in order to
ensure the authenticity of the data obtained by each subject after data sharing, a collaborative verification
method was proposed to achieve this purpose. The test results showed that the average query time of the
traceability chain was 38. 86 ms, the average time to obtain real shared data was about 806. 80 ms, the
average time to obtain real private data was about 910.35 ms, and the average time to obtain real
regulatory data was about 675.90 ms. The subject-oriented chain building traceability system solved the
problems existing in the previous blockchain multi chain system on the basis of realizing the traceability
requirements of each subject, and provided reference significance for fruit and vegetable blockchain
traceability system.

Key words: fruit and vegetable traceability; traceability subject; multi-chain; data sharing; data

regulatory ; Hyperledger Fabric
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Fig.1 Model structure of subject-oriented blockchain
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Tab.2 Collection and storage frequency of dynamic data
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Fig.2 Storage model of multi-chain traceability data
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Fig.3  Collaborative verification of on-chain and off-chain
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Tab.3 Details of smart contract design
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Fig.4  Architecture of traceability model
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X et AC Bt/ X ik
B 4 WIIREE B RABE LSk |
HEVHE 6 ARG CRIGAE D ARSI T LU AT B AL SRS
A A 12 T GURE PIAS T AT, AN B 35— T 2 W R — A A M
B CouchDB #7715 R ) CouchDB bR 25 550406 4 77 fik 5 e
SERL Raft A8 190 2% vl T 0 A TR 2 e A 1) — S B 0
H B 7] /ms 500 HERP 47 RIS ) Bt 8] 4T 65 5 A X B
X Hedg K58 5 K 100 A X AT LA 1 de K 28 5 Bkt
X Hedm KA/ MB 50 — AN X Yo f 2 A it RO Y 2 i
4 MRS B A5 160 A AS SO AR IBORE O IR 1) £ 5L, 4% i 3 e 4

4.1 EWER RS
AW ST ok AR DR S 2 B AR A T
H. A Postman ( Version 8. 0. 6) , i# i 08 | 5% 144

PEAT 50 F& U A I A, A% BE L g R Al 2 RO 5] An
RS P, W RS T 1] 1 2 B9 A2 T B Ko b
B, A HE AR 0 A (L 8

T 3L BE AL B L A BE AR TR B R AE

x5 WIRBE L
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Fig.5 Time of upload and query traceability data of multi-chain



424 £l #HL

Moo 20234

7 7 9 2R i 14t 7 B RO VR O O E L AL Se TR,
0 B v A 0 2K 2R A AR RS AR N ] 25 S A
N FLEBE X HE 2 A ) TR i A5 OR — B A
[F 4y SR it (3t 17 8 £ S, 114 2 5 X AR SC B R TR A R
Wi AR /1N o 33k e DR DA A () 2R i A3 7 i 30 1) 22 5 =
TR IR 3 25 800 b, i TR SORS 3B ) 45 35 1Y Y
B AR B LA A (E AR 20 BB 45 A TR A SR
e 15 L BE A7 A I BCE B5 28 B R ORI 25 S A AR
AN H BT IE W R G A R NS AR R — 2
M SR T LU Y, T e 6 9 MR S 1 2
16 9 X e B BT B 1 BRSO R RO A i AL
A RE A8 W L R B W IR AR SR LB AR OR .
4.2 8T HhREEIES

AT A B RLEE M BE R EE BBET
B UEFERT , B A BE I HEAT 20 SR AR SO A iR

B

FIE UF S FE AL 3 T 7E BE N BOHE PR A 1 I
AR . B 6a WoR TR B S 3L SO
W LKA W A B B BRE I, G R B B 6 E 0
LR F B FE AT 806. 80 ms, AR HL T 5 Ui (1Y B FA
s F- BT 910. 35 ms, 3K B 50 I 1 W5 4 B
ST FERT 675. 90 ms; K] 6b R T 3 5 BE B AL
R G A RSB BE A 24 TP BE L 50 IR 9 RE B
ISR BE L B UE AE I 464, 40 ms, FRORA KOG BE 1
IS UEFERT 464. 25 ms; & 6¢ s e 5 HCHE F R RA
HHnaE b 5 UE B )5 A0CHE A i 56 R B RE B Y L
B, e e 4 bR E S S AR 1Y 57.57% , B A
B B L 90 UE I ) Ay R Y 51.02% , M A
WA R LLE 88 8T 50 F 54 A58 v iy
FERPAE T 2 Z N, 85 LM AR IEREEA Dt
A& B HERE

- AR - - 3 -
1000 g B0 sty 62 e stmauR
z 950 —— IR —— FAFA B 60F —— FRRAELHE
= 900} g 4% g SS-M
¥ gs0 = 2
B &0 & 470 i sl
= 8007 H E
& 750} & 460 =R
& 700 o4 A @ ?%52'
650[ y - il
60024 6 8 10 12 14 16 18 20 M0 24 6 8 10 12 14 16 18 20 B2 4 6 8 10 12 14 16 18 20
(a) BRI SFET (b) i b B0iER | (e) B EBE &y SFERTHY L

Kl 6 4 [ 6T 9 EFEMS 24

Fig.6 Time consumption analysis of on-chain and off-chain validation

4.3 HEBEBEIEESFT

PLAR S sh A 858 R 4], A7 i 2 TPFS vh g2
B 1 15 X A7 B0 1 52 ), DK ) B o W A
HE A S AR OCAR B AR A SOR (BB AL R
B B e R4 B A S0 30 WK, e A U
A 25 50T 5 B LRI T A I 2 R ) LS R T
SN WK Ta Fras, BN 5 ~ 50 KB [ SCAR SC
TEEURAE /NS S 5E EAE S T kAT i, B &
AR R SCAR SIS B LUK 5 KB R g sg K, b
AL s8] A1 R 2% 5 18] 43 51 £ 7€ 56. 40 ms F 31. 60 ms
R BB, AR R R ]k 2 KA

400

801 —a FfEMmT —a— |- fEHtA]
70F —— T#ktA 350 —— Tz}
60;/\\//W 300t

z S0 @ 2500

= 40 = 200F

E= 30(—1-“—\,_._..\/\ = 150+
20 100+
10} 504

B R R Y SO AN SO 4 X E AR T 4R
[ AR X T TPFS [ 45 119 97) 45 Ak LA B2 I 45 3% 422 1) Bsf (1]
o7 He /N DS DL 26 1) 0 4R Ak DA B I 4% 342 Bz 1Y) s
(] B S R 2 A1 b S 25k 1 48 K o R S
() 1A% 5 ok BE 7= A B S R s il 7 s, 2
AR SCPERERE R S ~ 50 MB i [R5 ScE e %5 R4S
SCPFR A LUBE YR S MBI 34 i 38 4 i, b A% I )
IR 250 18] #8AG 4 hy B S A 086 K I R S A 446 %)
A5 RGBT b e S A Te R, 24
IR SR $E 50 ~ 500 MB R84 S I Bt 35 490009 SC
PR 785 LB YR 50 MB (1 388 g 38 K i, b A% it ] 7

25000 o |- gt
—— T

2000 -

é 1500 [

=
E 1000+
500
4

05 10 15 20 25 30 35 40 45 50

05 10 15 20 25 30 35 40 45 50

050 100 150 200 250 300 350 400 450 500

SCASCAYR /KB RS R/IVMB WU/ VMB
(a) AR A A (b) R g (c) BRI
7 e e 2l A B A7 BURE I 43 A7

Fig.7 Time consuming analysis of agriculture dynamic data
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Fig. 8 Subject-oriented multi-chain traceability system browser

[ I, Ay i A 1 2l 2 38 W 7 oK, AR ST B Y
PRBE W1 28 58 1 9 5 4 L 4 0 99 DA Zh B O 9
TR T A A 5 TR AR T O™ i 4 99
Bl o A9 B Gad Al T 23 ARG
205 B IS B G Al A5 B o A O™
4 IR A B AT IR 2 BB 7 40 0 B 3, P I S
PR Bk A DB 2 25 30U A SR A Al 1) K gl
JE o TRV DX B g T8 30 AR S0 v i DXBBE M ik LGB B9
A (LR DX B o 2 L T BT B R

5.2 EBWHRIL

6 WAL LW IRy 52 L PRE DX P RE GE B9 7 2.
F= M X MR 38 W 7 28 PR T B B O R 5 AR
SE 5 Y T AR B W) T SR AT AR S 2% A
e R Y BN O W RE B A i AR RO
ZEETPE B 2L 00 | B AL B i 4 L IR B
V0 B0 A 9 i) E) 2 10 J7 AT 7ORE . X L
ST R R[] B S 6 B0 8 T, AN B A X B i BE A A
SO N B W R G T A R e, B A A M SRR

CICEEE S xS B ]
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Tab.6 Comparison of agricultural product traceability solutions
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